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Guidelines for cellular ‘tower dumps’ clarified

C anadians have a reasonable 
expectation of privacy in the 

information requested by police 
when issuing cellular “tower 
dump” production orders. The 
Ontario Superior Court granted 
standing to telecommunications 
providers to provide submis-
sions on the Charter-protected 
privacy rights of individual con-
sumers who may lack the ability 
to bring the issue before the 
courts themselves.

A tower dump order refers to 
an order requiring all records of 
cellular traffic through a particu-
lar cell tower over a specified 
time period. Rogers and Telus, 
telecommunications providers 
that are often recipients of pro-
duction orders, have a contrac-
tual obligation to keep subscriber 
information confidential. In R. v. 
Rogers Communications Part-
nership 2016 ONSC 70, Rogers 
and Telus challenged the consti-
tutionality of an order which, if 
granted, would have required 
Telus to disclose information 
about 9,000 subscribers and 
Rogers to disclose 200,000 rec-
ords relating to 34,000 subscrib-
ers. Telus determined this was 
the most extensive order it had 
ever received. 

The court held that individual 
subscribers have a privacy 
interest in the cellular data 
sought — it includes who they 
called, who called them, their 
location at the time and the 
duration of the call. In the con-
text of tower dump production 
orders, the need to protect 
these privacy interests is 
heightened because the vast 
majority of the information 
obtained will be entirely irrel-
evant, belonging to members of 
the public. The production 
orders at issue in this case also 
required billing information, 
which may include bank and 
credit card information. 

Justice John Sproat had “no 
hesitation in finding that the pro-
duction orders were overly broad 
and that they infringed s. 8 of the 
Charter” (para 42). 

A key issue in the case was 
standing, with the Crown 
objecting to both Rogers and 
Telus bringing Charter applica-
tions. In resolving the issue, Jus-
tice Sproat held that Rogers and 
Telus not only have standing to 
assert the privacy interests of 

their subscribers, but are con-
tractually obligated to do so. 

The Crown argued that since 
the production orders were not 
granted, there was in fact no 
search and seizure made pursu-
ant to the orders and as a result, 
s. 8 of the Charter was not 
engaged and no Charter remedy 
was available under s.24(1). 
Justice Sproat rejected this 
argument, noting that Rogers 
and Telus were not seeking a 
remedy under 24(1), but rather 
a declaration of constitutional 
invalidity — the companies 
wanted judicial consideration 
of the privacy interests at stake 
in response to the production 
orders they were asked to com-
ply with.

The Crown further challenged 
standing by arguing the privacy 
interest at stake was that of the 
subscribers and not Telus or 
Rogers. Justice Sproat again 
rejected this argument and held 
that while each subscriber has a 
reasonable expectation of pri-
vacy, they also have a contract 
with Rogers or Telus for an 
assurance their personal infor-
mation will be kept confiden-
tial. The companies are there-
fore in a position to argue on 
behalf of the subscribers pursu-
ant to the contracts in place 
and the existing privacy inter-
ests thereunder. 

In granting Rogers and Telus 
standing, Justice Sproat also 
addressed an access to justice 
issue — Rogers and Telus had no 
practical means of providing 
notice to their subscribers about 
a production order involving tens 
of thousands of subscribers. 
Moreover, it is highly unlikely 
that an individual subscriber 

would have an interest in litigat-
ing with the government over 
such a matter. It is likely that had 
Justice Sproat not granted Rog-
ers and Telus standing, this legal 
issue might not be addressed for 
some time, with justices of the 
peace continuing to grant over-
broad and unconstitutional pro-
duction orders. 

In addition, such production 

orders are made ex parte — there 
is no default process in place to 
challenge the scope of the order 
at first instance. This highlights 
the need for full, fair and frank 
disclosure to the issuing justice 
and the requirement that proper 
safeguards be in place to guide 
the police making such requests. 

Justice Sproat declined to 
restrict tower dump production 

cases to instances of investiga-
tive necessity, or as a last resort 
where all other techniques have 
failed. This, he argued, was best 
left to Parliament.

Going forward, officers 
requesting tower dump produc-
tion orders must now abide by 
guidelines put forward by Jus-
tice Sproat. These guidelines 
include a requirement that offi-
cers tailor their request with 
the principles of incremental-
ism and minimal intrusion and 
demonstrate that the informa-
tion sought is relevant to the 
investigation at hand. 

Justice Sproat’s decision recog-
nizes that tower dump production 
orders are a valuable investigative 
technique that telecommunica-
tions companies routinely comply 
with while delivering a strong 
message that the scope of these 
orders must properly consider the 
privacy interests of individual 
subscribers.
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this article.

Kansas City man robs bank to escape wife
Sometimes simply getting a divorce is not the worst thing in the world 
for a married couple. Consider the story of Lawrence John Ripple of 
Kansas City, Kan. Ripple allegedly walked into the Bank of Labor and 
handed the teller a note that read: “I have a gun, give me money,” 
reports telegraph.co.uk. The teller handed him almost US$3,000 but 
instead of fleeing, he took a seat in the lobby and told a bank security 
guard: “I’m the guy you’re looking for.” It turns out that the incident 
started when the 70-year-old Ripple got into a fight with his wife. An 
affidavit signed by FBI Special Agent Eric R. Beltz states that “[Ripple] 
and his wife had an argument at home and [he] no longer wanted to be 
in the situation. Ripple wrote out his demand note in front of his wife, 
and told her he’d rather be in jail than at home.” Ripple got his wish 
when he was arrested and taken to Wyandotte County jail and charged 
with one federal count of bank robbery. — STAFF
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In the context of tower 
dump production 
orders, the need 
to protect these 
privacy interests is 
heightened because 
the vast majority of the 
information obtained 
will be entirely 
irrelevant, belonging to 
members of the public.
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Police requests a valuable investigation technique that must also consider subscribers’ privacy
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